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The global economy is witnessing several transformations and changes due to the 
entry into the digital world. Over the past thirty years, the dependence of governments, 
companies, and citizens on the Internet and information and communication 
technologies has increased significantly, forming a cyberspace that reflects what 
countries contain of data and savings, but in the form of highly sensitive digital 
information that simulates their economic reality, especially those countries that have 
been deeply involved in computerized work and have been immersed in information 
technology. This has made them an arena for cyber conflicts and this conflict was 
reflected on the economic field with the possibility of controlling it and tampering 
with its contents. Moreover,  the countries that produced this technology are the 
most exposed to cyber risks, in addition to the difficulty of their commitment to the 
requirements of maintaining their national security.

Introduction:

Many countries and their institutions and 
companies face cyber risks that affect the economic 
field of the state, which made them share a level of 
responsibility in managing these risks. Therefore, 
countries and companies must first realize that their 
digital strategy and agenda should be based on a 
disciplined approach to confronting and managing 
cyber risks in them. Negligence and failure to take 
appropriate measures exposes them to many risks. 
Furthermore, the cyber threat is increasing due to the 
availability of a market for malicious software and 
tools, illegal services, and sensitive data that is not 
publicly available (at affordable prices). Therefore, 
data security poses a major challenge to the economic 
field, and despite this, most institutions have not 
taken steps to strengthen their cybersecurity skills.

The rapid transition to a global digital economy 
is leading to an increase in cyberattacks day by 

day, becoming more complex and impactful. This 
imposes upon us the need to confront and manage 
these cyber risks in order to formulate a new and 
secure digital economic reality. This reinforces 
the importance of countries securing their systems 
and entities well and working to manage cyber 
risks in the economic field to achieve national 
security through an administrative approach to 
confront these cyber risks. Many institutions 
and organizations suffer from the inability to 
administratively manage cyber risks. Hence, this 
study came to shed light on how to manage cyber 
risks in the economic field.

Problem of the Study:
The study aims to research and analyze the 

The problem of the study lies in identifying cyber 
risks and their negative effects on the economic 
field of countries and their institutions and 
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organizations, especially since many countries 
are currently seeking digital transformation, 
which has formed a field for cyber intrusions and 
exposure to cyberattacks that require managing 
these cyber risks so as not to lead to losses in the 
economic field of countries and their economic 
institutions and organizations and to achieve 
national security.

Significance of the Study:
The significance of the study stems from the 

fact that cyber risks pose a threat to the economic 
field of countries and their institutions and 
organizations, threatening their national security. 
Especially with the governments’ shift to the digital 
economy, cyber risks have emerged to threaten 
those achievements. Hence, it is necessary to 
shed light on these cyber risks, their impact on the 
economic field of countries, and how to manage 
their cyber risks, both within countries and within 
organizations and institutions, to achieve national 
security for countries.

Objectives of the Study:
To develop a proposed strategy for managing 

cybersecurity risks in the economic field of 
countries.

Research Methodology:
A descriptive-analytical approach was employed 

to analyze how to manage cybersecurity risks 
for the economic field and to identify the impact 
of cybersecurity risks on the economic field of 
countries and their institutions and organizations. 
This was done in an attempt to answer the main 
research question:

How can countries manage cybersecurity risks 
in their economic field and for their organizations 
and institutions to achieve national security?

The study on cybersecurity risk management in 
the economic field is structured around five main 
axes:

Axis 1: Theoretical and conceptual framework of 
the study.

Axis 2: Impact of cybersecurity risks on the 
economic field.

Axis 3: Procedures for managing cybersecurity 
risks in the economic field.

Axis 4: Key features of a proposed strategy 
for managing cybersecurity risks in the 
economic field.

Axis 1: Theoretical and Conceptual 
Framework of the Study

First: The Concept of Cybersecurity Risks:
Cybersecurity risks are operational risks to 

information and technology assets that have 
consequences that affect the confidentiality, 
availability, or integrity of information or 
information systems. Compared to the categories 
of risks covered by insurance, cybersecurity risks 
share the same characteristics and responsibilities 
as both property and liability risks, as well as 
catastrophic and operational risks (1).

Second: Classification of Cybersecurity 
Risks:

Cybersecurity risks in the economic field are 
classified into two types: operational risks and 
technical risks, as follows:

1- Operational Risks:
A- Responsibility: Lack of a responsible entity 

for cyberspace and for protecting information.
B- Classification: Lack of information 

classification, on the basis of which information 
is classified according to its importance.

C- Strategic Policies: Lack of cyberspace policies 
and strategies, or non-compliance with them if 
they are available.

D- Human Resources: Lack of national trained 
competencies and cadres and a lack of 
cybersecurity awareness among all segments 
of society (2).
2- Technical Risks:

A- Loss: Loss and disappearance of information 
as a result of its deletion or damage.

B- Destruction and Sabotage: Destruction and 
sabotage of information by any means by 
internal or external parties for the purpose of 
preventing access to information permanently.

C- Leakage: Leakage of information from the 
main storage source.

D- Change: Modifying data for the purpose 
of falsifying it or providing misleading 
information that may damage the information.

E- Disruption: Preventing access to information 
temporarily.

F- Obsolescence: Failure to update information for 
a period of time, which reduces the value of the 
information and provides inaccurate results (3).
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Third: The Relationship between 
Cybersecurity and the Economy:

The relationship between the economy and 
cybersecurity has become intertwined in light 
of the digital transformation process that many 
governments are adopting to seize the opportunities 
of the Fourth Industrial Revolution. Confronting 
cybersecurity risks, especially in the economic 
field in the digital age, has become one of the 
emerging issues that have imposed new variables 
on governments in many countries around the 
world. New interests and dangers of a cyber nature 
have emerged in light of the increasing reliance 
on cyberspace, the provision of services, the 
accumulation of wealth, and the negative impact 
of the lack or weakness of cybersecurity on the 
economy, especially the digital economy.

This is within the framework of the direct 
relationship that brings together both dimensions, 
and its impact on the rates of confidence in the 
digital environment, digital supply, digital demand, 
and information infrastructure, especially with the 
increasing cyber risks in the digital environment, 
and at the same time the increasing role of the 
digital economy in economic growth, which 
has prompted countries to increase spending on 
cybersecurity and allocate resources in the state’s 
general budget or in its budget concerned with 
security and defense. This is in light of the renewed 
challenges imposed by digital transformation 
operations and their economic applications, which 
have led to a quantitative and qualitative change 
in the elements of wealth and economic resources 
and the pillars of supply and demand.

The economic perspective on cybersecurity 
confirms that actors from governments, companies, 
or users have different security demands and 
interests according to the nature of use. This 
conflict of  interests needs to be subject to self-
control standards, whether through monitoring 
some or taking reactions based on the incentives 
that drive the motives of each party (4).

Fourth: Cybersecurity Risk Management:
Cybersecurity risk management is typically 

presented as a process, and the stages consist of 
the following:

Risk identification, Risk analysis, Risk 
evaluation, and Risk monitoring and review

Cybersecurity risk management involves 
applying a logical and systematic approach to 

identify, analyze, evaluate, treat, and monitor risks 
in a way that enables organizations to minimize 
losses and maximize gains. Risk management can 
be applied at multiple levels within an organization; 
it can be applied at the strategic and operational 
levels (5).

Creating a path for emerging risk management 
and responding quickly and effectively is crucial 
to ensure a streamlined response and to mitigate 
any potential risk as much as possible, and to 
implement response strategies and management 
processes proactively (6).

Cybersecurity Risk Management Steps:
1. Identify Cybersecurity Risks:
The organization identifies potential 

cybersecurity risks that could negatively impact a 
specific operation or project it undertakes. It is also 
necessary to identify the business environment and 
contributing factors that can cause cybersecurity 
risks and the root causes of cybersecurity risks, and 
to describe the risks and understand the purpose of 
the risks and the threats facing the organization. 
It is worth noting that proactive assessment is 
supported by relevant data, trends, and current 
events (7). Risks can be identified from a variety of 
sources, as follows:

A- Brainstorming with experienced operations 
personnel.

B- Developing risk scenarios.
C- Data analysis programs.
D- Safety surveys and safety reviews in operations 

monitoring.
E- Incident investigation statements.
F- Regulatory factors, such as the institution’s, 

organization’s, or company’s employment 
and training policies, rewards, and resource 
allocation.

G- Operational environment factors, such as 
surrounding noise and vibrations, temperature 
and lighting, and protective equipment, human 
factors such as medical conditions, human 
performance limitations, and the human-
machine interface.

H- Regulatory compliance factors, such as 
compliance with regulations and the approval 
of equipment, personnel, and procedures.

- Cybersecurity Risk Identification Tools:
Checklists, Surveys, Personal inspections, 

Expert opinions, Brainstorming, SWOT analysis, 
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Risk surveys, Workshops, Risk analysis, Risk 
assessment, Risk treatment policies, Risk 
monitoring and tracking (8).

2 . Cybersecurity Risk Analysis:
Risk analysis is the next step in the risk 

management process, but it can also be the first step 
if there are risks that have been identified by means 
other than risk assessment. The primary purpose 
of risk analysis is to evaluate. Once specific types 
of risks have been identified, the organization 
determines their classification, priorities, controls, 
and risk levels, and then the probability of their 
occurrence and their consequences. The goal of 
analyzing these risks is to increase understanding 
of each specific risk and how it can affect the 
organization’s strategic goals.

The five steps (9) of the risk analysis process 
can be explained as follows:

A- Clear Description of Risks:
There should be a brief statement that describes 

what the cybersecurity risks are and how they can 
affect the achievement of goals. The risk review 
team should agree on the scope of the risk and then 
describe the risk scenario, which explains what the 
potential risk event looks like.

 B- Causes of Risks:
This means “Why does this risk happen?” In 

addition to the immediate causes of the risks, we 
also need to understand the root causes and main 
drivers; in order to effectively reduce the likelihood 
of risks.

C- Preventive Controls:
Once we understand the root causes, we 

need to agree on the existing controls that help 
reduce the likelihood of these causes or drivers, 
and identify additional controls that we can 
put in place to further reduce the likelihood; 
organizations that follow a proactive safety risk 
management strategy believe that they can reduce 
cybersecurity risks by identifying weaknesses and 
taking steps to mitigate the negative consequences 
of emerging risks.

D- Consequences of Risks:
This means what will be the impact if these 

risks materialize? Identifying these potential 
consequences in advance helps in developing 
emergency plans in case of a risk.

E- Mitigating Controls:
•	What	controls	should	be	implemented	that	will	

help reduce the impact of the consequences?
•	What	additional	controls	can	be	put	in	place	

to further reduce the impact?
3. Cybersecurity Risk Assessment:
The relevant management must implement 

cybersecurity risk assessment procedures at a 
minimum in the following cases:

A- In the early stages of technical projects.
B- Before making a major change to the technical 

infrastructure.
C- When planning to acquire third-party services.
D- When planning and before launching new 

technical products and services.
Cybersecurity risk assessment includes the 

following:
Threat and vulnerability: It also analyzes and 

takes into account existing mitigating factors (10). 
The purpose of the risk assessment element is to 
identify the following:

A- Threats directed at organizations: This means 
any operations or assets or individuals or 
threats directed by organizations against other 
organizations.

B- Weaknesses inside and outside organizations.
C- The damage (i.e., the adverse impact) that may 

occur in the light of the likelihood of threats.
D- The likelihood of damage.

The practitioner analyzes cybersecurity risks 
to determine the likelihood that threat events and 
exposure conditions will lead to harmful effects on a 
system asset. Similarly, the practitioner analyzes the 
impact value and calculates the exposure risks using 
the methodology specified in the organization’s risk 
strategy, such as (risk probability x risk impact). 
Therefore, root cause analysis (thinking about past 
events that have already led to an event) helps to 
look at the potential consequences of future events. 
It also helps to document the sequence of outcomes 
that can arise after a threat event begins. While expert 
judgment is valuable in estimating risk factors, one 
way to reduce subjectivity is to supplement this 
judgment with simulation models (11).

Cybersecurity risks must be reassessed 
and updated as follows:

A- Periodically for all information and technology 
assets, and at least annually for sensitive systems.
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B- After a cybersecurity incident that violates 
the security, availability, and confidentiality of 
information and technology assets.

C- After receiving important audit results or 
proactive information.

D- In the event of any change to information and 
technology assets.
The cybersecurity risk assessment process 

should cover the following:
A- Cybersecurity risk analysis: The cybersecurity 

management team should assess the likelihood 
of risks and threats and their resulting impacts, 
and use the results of this assessment to 
determine the overall level of these risks. The 
cybersecurity management team should use 
a quantitative or qualitative methodology to 
conduct the risk analysis.

B- Cybersecurity risk estimation: The 
cybersecurity management team should 
estimate the magnitude of cybersecurity 
risks in accordance with the institutional risk 
assessment standards adopted in “name of 
entity” and determine how to deal with them 
according to priority (12).
4. Cybersecurity Risk Treatment or 

Response:
Cybersecurity risk response involves identifying 

a set of risk treatment options, evaluating them, 
preparing risk treatment plans, and implementing 
them. These options include risk avoidance, 
reducing the likelihood of occurrence, reducing the 
consequences, transferring risk, and retaining risk(13).

The cybersecurity management team should 
identify cybersecurity risk treatment options 
according to the following steps:

A- Risk treatment or reduction: Treat or reduce the 
severity of the risk by applying the necessary 
security controls to reduce the likelihood of 
occurrence or impact, or both, which helps 
contain risks and keep them within acceptable 
levels.

B- Risk avoidance: Eliminate the risk by avoiding 
the continuation of the risk source by doing the 
following:
•	 Sharing	 or	 transferring	 risks:	 Sharing	 risks	

with a third party that has the capabilities to 
deal with risks more effectively, or insuring 
information and technology assets in the 
event of exposure to cybersecurity risks.

•	 Accepting	 and	 bearing	 risks:	The	 risk	 level	
is acceptable but must be continuously 
monitored in case of change.

Cybersecurity risk response options include: 
tolerance, which is only appropriate when it can 
be accepted when the loss or damage has occurred 
/ retention, treatment / reduction, transfer (and 
is based on giving people directions on how to 
make sure there is no loss, but relies on people 
who follow established safe working systems) 
and termination and avoidance (by implementing 
appropriate preventive controls). Risk response is 
criticized as being more corrective than preventive, 
as shown in the following figure.

Termination of 
risk-generating 

activity

Addressing risks 
to reduce the 

potential or actual 
impact.

Transferring the 
risk to another 

party

Accept the risk 
and its potential 

impact.

Impact

probability

Figure illustrating risk response options (14).

During this step, the organization assesses the 
highest-rated cybersecurity risks, deals with them 
proactively, and develops a plan to mitigate them 
using specific risk controls. These plans include 
risk mitigation processes, risk prevention tactics, 
and emergency plans in case of risks (15).

5- Cybersecurity Risk Monitoring:
It is part of the mitigation plan that involves 

monitoring all cybersecurity risks from 
monitoring, tracking new and existing ones on an 
ongoing basis, as well as reviewing and updating 
the comprehensive risk management process 
according to different and changing situations. 
Risks are reviewed quarterly to identify new risks 
and existing changes, update the risk register, and 
assess the actions taken by risk owners to manage 
risks and correct improper performance (16).

To monitor cybersecurity risks, the 
cybersecurity management team must prepare and 
maintain a risk register to document the outputs 
of the cybersecurity risk management process, 
which must include at a minimum the following 
information:
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A- Risk identification process.
B- Risk scope.
C- Risk owner or responsible person.
D- Description of the risks, including their causes 

and effects.
E- Risk analysis that explains the impacts of the 

risks and their time horizon.
F- Risk assessment and classification that includes 

the probability and size of the risks and their 
overall classification in case of occurrence.

G- Risk treatment plan that includes the risk 
treatment procedure, the person responsible 
for it, and its timeline.

H- Description of the residual risk.
I- The cybersecurity management team must 

periodically collect and review evidence 
related to the state of cybersecurity risks.
6. Acceptable Level of Cybersecurity Risk:
This is done as follows:

A- Cybersecurity risk acceptance criteria must be 
identified and documented, according to the 
risk level, the cost of risk treatment versus its 
impact, by determining the extent of the impact 
of the risk, where each risk is classified(17) into 
one of the following cases:
•	 Risks	 with	 a	 significant	 impact,	 and	

procedures and plans must be put in place to 
address them.

•	 Risks	 with	 a	 major	 impact,	 which	 require	
study and planning.

•	 Risks	with	 a	medium	 impact,	which	 can	be	
taken into account.

•	 Risks	with	a	low	impact,	which	do	not	require	
specific plans.

•	 Risks	with	a	very	low	impact,	which	do	not	
require specific plans.

B- Additional controls must be implemented to 
reduce the risk to an acceptable level if the 
residual risk does not meet the risk acceptance 
criteria.

C- If the risk acceptance criteria are exceeded, 
escalation to the competent authority is made 
to take the necessary actions or decisions.

D- Cybersecurity risk management procedures 
must be updated at planned intervals (or in 
the event of changes in legal, regulatory, and 
related standards).

E- Annual review of the cybersecurity risk 
management policy.
7. Cybersecurity Risk Monitoring:
It is based on continuous monitoring of new 

risks and what has been achieved to be added to 
the cybersecurity risk management process on an 
ongoing basis (18).

The purpose of the risk monitoring component 
is as follows:

A- To determine the ongoing effectiveness 
of risk responses (in accordance with the 
organizational risk framework).

B- To identify changes that affect the risks and 
the environments in which systems operate.

C- To verify that planned risk responses have been 
implemented and that they comply with laws, 
directives, regulations, policies, standards, and 
guidelines (19).
Axis 2: Impact of cybersecurity risks on 

the economic field
The relationship between security and 

technology has increased, and with it the potential 
for state strategic interests to be exposed to 
cybersecurity risks, and even threatened to 
transform cyberspace into a medium and source of 
new tools for international conflict (20).

The most prominent cybersecurity risks to the 
economic field include the following:

1. Manipulating, distorting, or destroying 
information in a specific system, whether 
through hacking or spreading viruses.

2. Ordinary crimes that use the Internet for theft, 
fraud, identity theft, intellectual property 
infringement, and more.

3. Organized crime, which threatens the security 
of individuals and states, such as money 
laundering and terrorism, etc., such as security 
threats related to the ransomware system, 
which is a criminal tool that has spread over the 
Internet for several years, continues to evolve 
and includes both individuals and economies 
at the individual level.

4. Risks of intelligent technologies such as digital 
currencies that could lead to economic collapse 
and facilitate the commission of crimes as they 
are difficult to track because they are encrypted 
and facilitate money laundering, as well as the 
use of social engineering, which is one of the 
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means of fraud in knowing the bank accounts 
from the targeted individual himself (21).

5. Cyberattacks may target the complete 
shutdown of the Internet in the targeted 
country, which leads to the suspension of bank 
transactions, e-government transactions, and 
the theft of credit card numbers and details that 
are used for shopping online, which results 
in the disruption of the flow of money in the 
country, and consequently the suspension of 
the most important sectors in the country, such 
as industry and other sectors of the state, and 
transactions may fail due to the imprisonment 
of liquidity, and families and companies lose 
their ability to access deposits and payments, 
and in such a severe scenario, investors and 
depositors may demand their money or try 
to cancel their accounts or other services and 
products that they use regularly.

6. Hacking tools are now less expensive, easier, 
and more powerful, allowing hackers with 
limited skills to inflict more damage for a 
fraction of the previous cost. The expansion 
of mobile-based services (which is the only 
technological platform available to many) 
increases hacking opportunities. Attackers 
target large and small institutions, rich and 
poor countries, and operate across borders, so 
fighting cybercrime and reducing its risks must 
be a shared responsibility across and within 
countries (22).

7. Individuals may launch cyberattacks to steal 
money from individual bank accounts, as 
well as competing countries and ideological 
opponents may aim to obtain sensitive data 
and cause disruptions to financial systems and 
panic among citizens.
Due to the exposure of the economic system 

in countries to such risks, there must be national 
economic security, as it is one of the most 
vulnerable security sectors to cyberattacks, 
given the transformation of the global economy 
into a digital economy that relies on information 
technology, and therefore exposing such a 
system to such risks It may cause huge economic 
and national losses affecting the achievement of 
national security, which necessitates working on 
managing cybersecurity risks in the economic 
field (24). 

Axis 3: Cybersecurity Risk Management 
Procedures in the Economic Field

First: Technical Procedures:
Sensitive information resources can be 

protected from cybersecurity threats by keeping 
them out of sight or out of the eyes of attackers by 
following these procedures:

1- Physical protection: This includes the 
following:

A- Cybersecurity surveillance that does not 
allow hackers access.

B- Surveillance cameras that are placed in 
different parts of the building.

C- Tight security that does not allow any access 
to information.

2- Encryption: This is done by mixing digital 
information so that it can only be rearranged 
using a specific key. The mixed information is 
completely incomprehensible to someone who 
does not have this key. This mixing process is 
called encryption, and the process of returning 
the encrypted message to its original state is 
called decryption and return.

3- Protection through components: This method 
provides almost complete protection against 
viruses by using devices without the used 
memory. Optical discs can also be used 
to permanently store programs, and these 
discs are read-only and cannot be written to. 
Operating systems can also be stored on these 
discs, which protects them from viruses.

4- Filtering: One of the methods that many parties 
resort to in order to cover up is what is known 
as filtering, which is a way to obtain selected 
information from secret information without 
revealing the secret information itself.

5- Monitoring the disposal of information waste: 
This procedure must be applied accurately and 
carefully to avoid cybersecurity risks because 
there are programs, methods, and ways that 
can be used to recover data from storage media 
after it has been erased (24).
Second: Administrative Procedures:
All countries are emphasizing the preservation 

and protection of their information from theft 
and sabotage. This keenness has forced them 
to take, in addition to technical procedures, 
some administrative procedures in their centers 
and devices, and on the workers. Some of these 
procedures are as follows:
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1- Defining responsibilities: The responsibility 
for protecting information and avoiding 
cybersecurity threats lies with three important 
parties, namely: the Head of Information, the 
Cybersecurity Manager, and the Cybersecurity 
Officer, as follows:

A- Head of Information: Implements 
security procedures accurately to ensure 
the confidentiality of the establishment’s 
information, has the ability to delete 
any information he wants, and set usage 
instructions and give authorization.

B- Cybersecurity Manager: His task is to 
control the contents of the center and is also 
responsible for encryption devices.

C- Cybersecurity Officer: Responsible for 
selecting and examining programs, making 
sure they are free of viruses or encryptions that 
can be exploited by the enemy or pranksters.

2- Defining powers: One of the difficulties facing 
the protection of information is the access of 
people from inside or outside the establishment 
to information centers. Therefore, the powers 
must be defined for the persons authorized to 
access and use information and databases, as 
well as setting rules that specify the persons or 
groups that have the right to access a specific 
type of information. This requires dividing the 
files within the computer network into specific 
sections, so that no one can access a section 
that is not authorized for them, and this helps 
a lot in protecting information from the reach 
of saboteurs.

3- Protecting individuals: Workers in information 
centers are exposed to deliberate attacks by the 
enemy in order to paralyze their ability to protect 
their information. Therefore, these individuals 
must be protected and fortified against the 
ideas and procedures of psychological warfare 
waged by the enemy, and their adherence to 
their principles must be consolidated.

4- Device maintenance: Maintenance workers 
from the manufacturing company or the 
company that installs the system must be 
continuously monitored when they are 
allowed access to information centers during 
maintenance. This problem is overcome by 
replacing the company’s maintenance workers 
with individuals from the establishment who 
are trained to perform maintenance work (25).

Axis 4: Key Features of a Proposed 
Cybersecurity Risk Management Strategy in 
the Economic Field:

Objective of the Proposed Strategy:
Achieving secure economic growth in Egypt 

and protecting it from any cybersecurity threats.
Pillars of the Proposed Strategy:
The proposed strategy is based on several 

pillars, the most important of which are:
1- Allowing global companies in this field to enter 

the Egyptian market and provide a variety of 
advanced services.

2- Egypt ranks fourth among Middle East and 
North Africa countries and 23rd globally in 
cybersecurity among 182 countries with a 
score of 95.45 out of 100.

3- Establishment of the Supreme Council for 
Cybersecurity and the Egypt CERT Center to 
respond to Internet and computer emergencies.

4- Egypt’s membership in some international 
unions and bodies specialized in cybersecurity.

5- Cohesion and readiness of the armed forces 
and their adoption of the approach of modern 
electronic armies in order to confront the 
newly emerging Egyptian security threat that 
relies on cyberspace.

6- The Central Bank of Egypt regulating the 
use of digital currencies and preventing their 
trading.

7- Bringing about a change in the nature of the 
business environment for all economic sectors, 
as the demand for cybersecurity insurance 
technology against cybersecurity risks has 
doubled.
Determinants of the Proposed Strategy:
The proposed strategy is based on several 

determinants, the most important of which are:
1- The shift to the digital economy has become 

a means that helps more in hacking and 
cyberattacks.

2- The relative increase in the cost of applying 
information systems and cyberspace security 
technologies noticeably.

3- The difficulty of applying information 
systems and cyberspace security controls 
due to the weak cybersecurity culture among 
some workers in some sectors, especially the 
financial and banking sectors.
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4- The need for a clear monitoring mechanism 
for all sectors, especially banks and financial 
companies, to ensure that there are controls 
and policies in place to achieve cybersecurity 
and manage its risks.

5- Backwardness, ignorance, and illiteracy, and 
the growth pressures that lie on the shoulders 
of society in terms of poverty, illiteracy, and 
crime all limit the opportunities for transition 
to the information and cyber society. Therefore, 
economic infrastructure must develop so that 
societies can easily enter the information and 
cyber society.

6- The shortage of competencies at the level 
of some administrative leaders due to lack 
of training and brain drain posed a major 
challenge.
Key Executive Policies of the Proposed 

Strategy:
First: On the Regional and International 

Level:
1- Formulate a joint international and Arab 

strategy to confront the escalation of cyber 
threats, strengthen cybersecurity, and cooperate 
in the fields of combating cyber risks, so that it 
is formulated in cooperation and coordination 
by research centers and official institutions 
concerned.

2- Activate digital signature technology to protect 
the funds of banks and institutions.

3- Use artificial intelligence to confront cyber 
threats, as there is now artificial intelligence 
that confronts artificial intelligence.

4- Develop electronic protection programs 
to counter cyberattacks. In this context, 
partnerships have been formed between 
countries and the private sector in each country 
to develop the infrastructure.

5- Prepare awareness programs about 
cybersecurity that are presented and broadcast 
in a clear and simplified way to the general 
public.

6- Review the international legal rules that 
regulate this type of war, and the need to 
formulate international consensus in this 
regard.

7- It is necessary for countries to work to secure 
their systems and entities well, report cyber 
incidents, and effectively share information, in 

order to enhance the ability of authorities around 
the world to effectively manage incidents, as 
the incident reporting and knowledge-sharing 
model that the Financial Stability Board (The 
Financial Stability Board) is working on is an 
important step to strengthen cybersecurity.

8- Develop preventive capabilities: Developing 
economies and low-income countries should 
be assisted in strengthening financial stability 
and supporting financial inclusion by ensuring 
that technology is used in a way that preserves 
security and safety against cyber threats.

Second: On the Local Level:
1- Establish an economic cybersecurity center to 

deal quickly with any economic problem. This 
is different from cybersecurity management, 
but this management is linked to this center. 
This is due to the importance of the economic 
field, as it is a sensitive field that can affect the 
rest of the country’s fields.

2- Economic awareness and security culture 
for businessmen and investors to face any 
cyber threats, such as blackmail and hacking 
operations, and how to deal with these 
situations.

3- Activate high-speed internet, as it plays a major 
role in economic development.

4- Partnership between the public and private 
sectors in the exchange of information about 
various cyber threats.

5- Eliminate financial technology illiteracy and 
spread digital awareness in society.

6- Allocate structures for cyber deterrence, which 
is what Article 14 of the Budapest Convention 
on Cybercrime stipulated, as it allows for a 
quick response to any cyber attack.

7- Develop response strategies, as the financial 
system must be able to quickly resume 
operations.

8- Activate the cyber deterrence strategy, as the 
cost of cyberattacks must be reduced and their 
risk minimized through effective deterrent 
measures.

9- Use media such as television and radio 
to raise awareness about the protection of 
personal data.

10- Establish an authority, which is an 
independent national regulatory body for the 
Internet, which includes an online security platform 
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with a huge amount of simulated information and 
resources; to help the community and promote 
online responsibility, flexibility to build a positive 
culture, and its mission is to promote digital 
safety by strengthening the positive culture 
around digital citizenship. Its tasks also include 
containing an intensive complaints system to help 

the community; So if a social media site does not 
comply with the standards set out in the Code of 
Practice, individuals can resort to the Digital Safety 
Commissioner, who can direct the social media site 
to comply with the standards set out in the Code. 
With raising public awareness about cybersecurity 
by adopting proactive prevention efforts.

The study addressed the problem of cybersecurity risks in the economic field, especially 
for institutions and organizations in countries. It answered an important question: How 
can countries manage cybersecurity risks for themselves and their organizations and 
institutions in the economic field? The study pointed to the procedures and policies 
required to manage cybersecurity risks in the economic field. The study concluded with 
the following results:
1- The rapid development of technology has contributed to an increase in the volume 

of cybersecurity risks facing countries, as it reveals greater weaknesses, cheaper and 
easier tools for attackers, and while some financial companies and regulatory bodies 
have become more aware and prepared for cyberattacks, cybersecurity gaps remain 
large and continue to pose a challenge to institutions and countries.

2- The number of cyberattacks has increased over the past two decades, to the point where 
it has become one of the most important means and tactics adopted by the conflicting 
parties around the world, due to its low cost and the losses that may result for the 
attacking party compared to the extent of what can be achieved and inflicted on the 
opponent through its employment.

3- There are many technical and administrative procedures available to confront, manage, 
and combat cybersecurity risks and attacks in cyberspace, and that adhering to the 
application and activation of as much as possible of them can be a great help in countering 
these attacks and even working to manage their cybersecurity risks before they occur.

4- We find that the security of countries is no longer related only to protecting them from 
military risks and attacks, but has expanded and widened to include the need to protect 
their societies, vital facilities, infrastructure, and especially the economy from exposure 
to cybersecurity risks.

5- The need for regulatory compliance of institutions in managing cybersecurity risks; 
as mere desire without well-studied policies and procedures is not enough to create a 
culture of anti-cybersecurity risks.

6- It has become necessary to work to reduce these cybersecurity risks by putting in 
place procedures and policies that protect economic data in countries. Accordingly, 
following an administrative system for managing cybersecurity risks within the 
organizations and institutions in the state is the solution for protecting the economic 
and financial sectors from piracy and data breaches. Therefore, it has become 
necessary to work to manage cybersecurity risks in the economic field to protect and 
achieve national security for countries.

Conclusion:

Cyber Risks Management in the Economic Field
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This study explores the critical relationship between the cyber domain and the economy, 
heightened by the widespread adoption of information technology. The cyber realm’s significance 
lies in its capacity to bolster a nation’s comprehensive state capabilities and affect individuals and the 
nation across all levels.

The research investigates the emerging trend of cyber warfare, wherein cyber attacks employing 
strategic cyber weapons, including destructive programs and viruses, are used to manipulate a 
nation’s economy in alignment with the aggressor’s strategic objectives. These attacks aim to disrupt 
the economic infrastructure of the target state, jeopardizing its national security. Therefore, the study 
emphasizes the need to proactively manage cyber risks within a nation’s economic sphere.

The study’s central challenge is identifying and mitigating cyber risks’ adverse impact on a 
nation’s economic entities and institutions. Its significance lies in understanding how these risks 
affect a nation’s economic landscape and proposing strategies for proactive risk management to 
ensure national security.

The study concludes that various technical and administrative measures are available to counter 
and manage cyber risks and attacks. Adherence to these measures can effectively thwart cyber attacks 
and proactively manage cyber risks before they materialize, safeguarding a nation’s economic security.

Abstract:

Keywords:  Cyber space, Cyber Risks, Economic field
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مهند�سة كهرباء ات�سالت بالهيئة الوطنية لاإعام

إدارة المخاطر السيبرانية فى المجال الاقتصادى
د/ رحاب ح�سنى الرحماوى

يرتب��ط الجان��ب ال�سيبران��ى ارتباطً��ا وثيقً��ا بالاقت�س��اد، خا�س��ة بع��د التو�سع ف��ى ا�ستخ��دام تقني��ات المعلومات 

والات�س��الات، ولذلك ياأخذ الاأولوية فى الاهتمام لما له التاأثير الاأكبر على تعزيز باقى قدرات قوى الدولة ال�س��املة 

ويوؤثر فى مقدرات الاأفراد والوطن على جميع الم�ستويات.

فق��د هدف��ت الدرا�س��ة اإلى معالجة مو�س��وع يُعد من المو�سوع��ات الحديث��ة والبالغة الاأهمية حي��ث تمثل المظهر 

الجدي��د لح��روب الم�ستقبل من خلال ا�ستخ��دام الف�ساء ال�سيبرانى كو�سيلة للهجوم ال�سيبران��ى لل�سيطرة على اقت�ساد 

الدول با�ستخدام مجموعة من البرمجيات، والفيرو�سات المدمرة كاأ�سلحة ا�ستراتيجية �سيبرانية ناتجة عن توجهاتهم 

الا�ستراتيجي��ة، وكو�سيل��ة لتدمي��ر البني��ة التحتية الاقت�سادي��ة للدولة، ومن ث��م التاأثير على الاأم��ن القومى للدولة 

الم�ستهدفة، مما جعل هناك �سرورة للعمل على اإدارة هذه المخاطر ال�سيبرانية فى المجال الاقت�سادى للدولة، ولذلك 

تظه��ر م�سكلة الدرا�سة فى تحديد المخاطر ال�سيبرانية واآثارها ال�سلبي��ة على المجال الاقت�سادى للدول وللموؤ�س�سات 

والمنظم��ات بها. تاأتى اأهمية الدرا�سة فى تو�سيح تاأثير المخاطر ال�سيبرانية على المجال الاقت�سادى للدول وكيفية 

اإدارة مخاطرها ال�سيبرانية داخل المنظمات والموؤ�س�سات لها، لتحقيق الاأمن القومى.

وق��د خلُ�س��ت الدرا�سة اإلى عدة نتائج منه��ا اأنَّ هناك العديد م��ن الاإجراءات الفنية والاإداري��ة المتاحة لمجابهة 

واإدارة المخاطر والهجمات ال�سيبرانية فى الف�ساء ال�سيبرانى والت�سدى لها، واأن الالتزام بتطبيق اأكبر قدر منها يمكن 

اأن يكون معينًا اإلى حد بعيد فى الت�سدى لهذه الهجمات بل والعمل على اإدارة مخاطرها ال�سيبرانية قبل حدوثها.
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